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DETAILED ACTION 

1. Applicant's amendment filed on June 20, 2007 has been entered. Claims 
2-16 are pending. Claim 1 is canceled by the applicant. 

Examiner's Amendment 

2. An examiner's amendment to the record appears below. Should the 
changes and/or additions be unacceptable to applicant, an amendment may be filed as 
provided by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone 
interview with Mr. Stanley J. Gradisar on August 30, 2007. The applicant has agreed to 
amend claims 1, 9, and 12 with the same limitation of claims 3, 10, and 13, and to 
cancel claims 3, 10, and 13. 

CLAIMS: 

3. Please cancel claims 3, 10, and 13. 

4. Please replace claim 2 as follows: 

A method for transmitting an encrypted message from a first transmitter- 
receiver to a second transmitter-receiver, forming a communicating pair, the method 
comprising the steps of: 

(a) encrypting, by the first transmitter-receiver using a first encryption 
device, a previous transmission received from the second transmitter-receiver, wherein 
said first encryption device is selecting randomly from a group consisting of a plurality of 
pseudo-random number generators, a plurality of elliptic curve cryptosystems, a plurality 
of discrete-logarithm (RSA) cryptosystems, and a plurality of symmetric-key 
cryptosystems; 

(b) encrypting, by the first transmitter-receiver using said first encryption 
device, a reference to a previous transmission sent to the second transmitter-receiver; 

(c) sending, by the first transmitter-receiver, said encrypted previous 
transmission and said encrypted reference to the second transmitter-receiver; 
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(d) receiving, by the second transmitter-receiver, said encrypted previous 
transmission and said encrypted reference; 

(e) discovering, by the second transmitter-receiver, said first encryption 

device; 

(f) decrypting, by the second transmitter-receiver using said first 
encryption device, said encrypted reference; 

(g) decrypting, by the second transmitter-receiver using said first 
encryption device, said encrypted previous transmission; 

(h) accessing, by the second transmitter-receiver, said encrypted previous 

transmission; 

(i) encrypting, by the second transmitter-receiver using said first 
encryption device, said previous transmission; 

(j) sending, by the second transmitter-receiver, said encrypted previous 
transmission to the first transmitter-receiver; 

(k) receiving, by the first transmitter-receiver, said encrypted previous 

transmission; 

(I) decrypting, by the first transmitter-receiver using said first encryption 
device, said encrypted previous transmission; 

(m) confirming, by the first transmitter-receiver, the correctness of said 
previous transmission; 

(n) reporting, by the first transmitter-receiver, confirmation of said previous 
transmission to the second transmitter-receiver; and 

(o) encrypting, by the first transmitter-receiver using said first encryption 
device, a current message. 

Please replace claim 9 as follows: 

A method for transmitting an encrypted message from a first transmitter- 
receiver to a second transmitter-receiver, forming a communicating pair, the method 
comprising the steps of: 

(a) furnishing the communicating pair with a plurality of cryptographic 
devices for encrypting and decrypting a message to be exchanged between the 
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communicating pair, wherein said plurality of cryptographic devices are a group 
consisting of a plurality of pseudo-random number generators, a plurality of elliptic curve 
cryptosystems, a plurality of discrete-logarithm (RSA) cryptosystems, and a plurality of 
symmetric-key cryptosystems; 

(b) collaborating by the first transmitter-receiver with the second 
transmitter-receiver to establish a one-time cryptographic pad for encrypting said 
message, said collaborating further comprising: 

(b1) exchanging information regarding internal data, as stored in 
internal data 10 structures, and states that are private and common to the 
communicating pair and are independent of the content of transmitted messages; and 

(b2) negotiating an agreement on a cryptographic device from said 
plurality of cryptographic devices to be used to encrypt and decrypt said message; and 

(c) preparing, by the first transmitter-receiver, the message for 
transmission by encrypting said message with said cryptographic device. 

Please replace claim 12 as follows: 
A communicating pair system, the system comprising: 
a first transmitter-receiver having a first encryption device, wherein said 
first encryption device is selecting randomly from a group consisting of a plurality of 
pseudo-random number generators, a plurality of elliptic curve cryptosystems, a plurality 
of discrete-logarithm (RSA) cryptosystems, and a plurality of symmetric-key 
cryptosystems; 

a second transmitter-receiver in communication with said first transmitter- 
receiver; 

a previous transmission received by said first transmitter-receiver from 
said second transmitter-receiver, wherein said first transmitter-receiver encrypts said 
previous transmission with said first encryption device; and 

a reference to a previous transmission sent to said second transmitter- 
receiver by said first transmitter-receiver, wherein said first transmitter-receiver encrypts 
said reference to a previous transmission with said first encryption device, and said first 



Application/Control Number: 10/717,168 Page 5 

Art Unit: 2135 

transmitter-receiver sends said encrypted previous transmission and said encrypted 
reference to a previous transmission to said second transmitter-receiver; 

wherein said second transmitter-receiver discovers said first encryption 
device and, utilizing said first encryption device, said second transmitter-receiver 
decrypts said encrypted reference to a previous transmission and decrypts said 
encrypted previous transmission, accesses said previous transmission, encrypts said 
previous transmission with said first encryption device, and sends said encrypted 
previous transmission to said first transmitter-receiver, where said first transmitter- 
receiver decrypts said encrypted previous transmission with said first encryption device 
and confirms the correctness of said previous transmission, reports said confirmation to 
said second transmitter-receiver, and encrypts a current message with said first 
encryption device. 

Drawings 

5. The drawings were received on June 20, 2007. These drawings are 
accepted. 

Allowable Subject Matter 

6. Claims 2, 4-9, 11-12, 14-16 are allowed. 

7. The following is an examiner's statement of reasons for allowance: The 
prior art does not disclose a method for transmitting an encrypted message from a first 
transmitter-receiver to a second transmitter-receiver, forming a communicating pair, the 
method comprising the steps of: 

(a) encrypting, by the first transmitter-receiver using a first encryption 
device, a previous transmission received from the second transmitter-receiver, wherein 
said first encryption device is selecting randomly from a group consisting of a plurality of 
pseudo-random number generators, a plurality of elliptic curve cry ptosy stems, a plurality 
of discrete-logarithm (RSA) cryptosystems, and a plurality of symmetric-key 
cryptosystems; 

(b) encrypting, by the first transmitter-receiver using said first encryption 
device, a reference to a previous transmission sent to the second transmitter-receiver; 
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(c) sending, by the first transmitter-receiver, said encrypted previous 
transmission and said encrypted reference to the second transmitter-receiver; 

(d) receiving, by the second transmitter-receiver, said encrypted previous 
transmission and said encrypted reference; 

(e) discovering, by the second transmitter-receiver, said first encryption 

device; 

(f) decrypting, by the second transmitter-receiver using said first 
encryption device, said encrypted reference; 

(g) decrypting, by the second transmitter-receiver using said first 
encryption device, said encrypted previous transmission; 

(h) accessing, by the second transmitter-receiver, said encrypted previous 

transmission; 

(i) encrypting, by the second transmitter-receiver using said first 
encryption device, said previous transmission; 

(j) sending, by the second transmitter-receiver, said encrypted previous 
transmission to the first transmitter-receiver; 

(k) receiving, by the first transmitter-receiver, said encrypted previous 

transmission; 

(I) decrypting, by the first transmitter-receiver using said first encryption 
device, said encrypted previous transmission; 

(m) confirming, by the first transmitter-receiver, the correctness of said 
previous transmission; 

(n) reporting, by the first transmitter-receiver, confirmation of said previous 
transmission to the second transmitter-receiver; and 

(o) encrypting, by the first transmitter-receiver using said first encryption 
device, a current message as set forth in claim 1 . 

The prior art does not also disclose a method for transmitting an encrypted 
message from a first transmitter-receiver to a second transmitter-receiver, forming a 
communicating pair, the method comprising the steps of: 
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(a) furnishing the communicating pair with a plurality of cryptographic 
devices for encrypting and decrypting a message to be exchanged between the 
communicating pair, wherein said plurality of cryptographic devices are a group 
consisting of a plurality of pseudo-random number generators, a plurality of elliptic curve 
cryptosystems, a plurality of discrete-logarithm (RSA) cryptosystems, and a plurality of 
symmetric-key cryptosystems; 

(b) collaborating by the first transmitter-receiver with the second 
transmitter-receiver to establish a one-time cryptographic pad for encrypting said 
message, said collaborating further comprising: 

(b1) exchanging information regarding internal data, as stored in 
internal data 10 structures, and states that are private and common to the 
communicating pair and are independent of the content of transmitted messages; and 

(b2) negotiating an agreement on a cryptographic device from said 
plurality of cryptographic devices to be used to encrypt and decrypt said message; and 

(c) preparing, by the first transmitter-receiver, the message for 
transmission by encrypting said message with said cryptographic device as set forth in 
claim 9. 

The prior art does not also disclose a communicating pair system, the 
system comprising: 

a first transmitter-receiver having a first encryption device, wherein said 
first encryption device is selecting randomly from a group consisting of a plurality of 
pseudo-random number generators, a plurality of elliptic curve cryptosystems, a plurality 
of discrete-logarithm (RSA) cryptosystems, and a plurality of symmetric-key 
cryptosystems; 

a second transmitter-receiver in communication with said first transmitter- 
receiver; 

a previous transmission received by said first transmitter-receiver from 
said second transmitter-receiver, wherein said first transmitter-receiver encrypts said 
previous transmission with said first encryption device; and 
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a reference to a previous transmission sent to said second transmitter- 
receiver by said first transmitter-receiver, wherein said first transmitter-receiver encrypts 
said reference to a previous transmission with said first encryption device, and said first 
transmitter-receiver sends said encrypted previous transmission and said encrypted 
reference to a previous transmission to said second transmitter-receiver; 

wherein said second transmitter-receiver discovers said first encryption 
device and, utilizing said first encryption device, said second transmitter-receiver 
decrypts said encrypted reference to a previous transmission and decrypts said 
encrypted previous transmission, accesses said previous transmission, encrypts said 
previous transmission with said first encryption device, and sends said encrypted 
previous transmission to said first transmitter-receiver, where said first transmitter- 
receiver decrypts said encrypted previous transmission with said first encryption device 
and confirms the correctness of said previous transmission, reports said confirmation to 
said second transmitter-receiver, and encrypts a current message with said first 
encryption device as set forth in claim 12. 

Any comments considered necessary by applicant must be submitted no 
later than the payment of the issue fee and, to avoid processing delays, should 
preferably accompany the issue fee. Such submissions should be clearly labeled 
"Comments on Statement of Reasons for Allowance." 

8. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Thanhnga (Tanya) Truong whose telephone number 
is 571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on 571-272-3859. The central fax 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. 
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